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GeM Bid Ref: GEM/2024/B/5198605 dated 24.07.2024
ADDENDUM I dated 02.08.2024
I. Amendment to the RFP
	SN
	

RFP Clause Reference
	Existing Clause
	Revised Clause 

	1. 
	Page 5 of RFP
SCHEDULE [A]: IMPORTANT DATES AND INFORMATION ON RFP SUBMISSION
	 Last Date of Submission of RFP Response / Closing Date in Online mode : 
            08/08/2024 at 3.00 pm.
	 Last Date of Submission of RFP Response / Closing Date in Online mode : 
                09/08/2024 at 3.00 pm.

	2. 
	
	 Technical Bid Opening Date & time :  
            08/08/2024 at 3.30 pm
	 Technical Bid Opening Date & time :  
               09/08/2024 at 3.30 pm





II. Banks’ Responses to Bidders’ Queries
	Sl.No.
	Page No
	Para No.
	Description
	Query details
	Bank's reply

	1
	29
	4. Deliverables
	d) Only licensed tools have to be utilized and each audit report shall include the details of tools utilized, version of the tools, license, etc. along with a declaration / confirmation
	In many cases open source tools are also utilized as per situational analysis. Sometimes manual testing is also done. Request to consider and to provide all options available to the bidder.
	Only licensed tools have to be utilized. In exceptional cases, where usage of licensed tools is infeasible, request to be submitted to the Bank with specific details / justification and explicit permission to be obtained for use of other tools.

	2
	67
	3
	Audit to be followed by compliance audit on monthly basis to verify and confirm the compliance status reported by the Bank.
	Please let us know if compliance audit to be performed on site of it can be done remotely.
Also, how many rounds of compliance audit to be performed or for how many months the compliance audit need to be conducted post comprehensive and limited audit
	Post submission of Final Audit Report, Compliance Audit to be conducted on monthly basis (for Comprehensive Audit as well as Limited Audit) during the contract period of 15 months. Compliance Audit Report shall certify on the compliance status of the identified gaps / vulnerabilities. Compliance Audit to be conducted onsite only.

	3
	28
	3. Compliance Audit
	Audit to be followed by compliance audit on monthly basis for Comprehensive Audit as well as Limited Audit to verify and confirm the compliance status reported by the Bank.
	Request to limit the number of iterations to be conducted for closure of issues and compliance of requirements.
	

	4
	28
	4. Deliverables
	b) (iv) Compliance review & certification.
	We understand that a detailed report containing the findings, observations, gaps / vulnerabilities and recommendations shall suffice as a deliverable and requirement of the project.
	

	5
	31
	8) Sub-Contracting
	The successful bidder will not subcontract or delegate or permit anyone other than the bidders’ personnel to perform any of the work, service or other performance required of the supplier under this agreement without the prior written consent of the Bank. Bank at its own discretion may permit or deny the same.
	We understand that with the consent of the Bank, the bidder may sub-contract manpower for the project. Please confirm.
	Clauses in Conditions of Contract shall continue as per the RFP terms 

	6
	31
	9) Insurance
	The successful bidder may be required to take adequate insurance cover against all kinds of risks including fidelity clause for the loss arising from acts of omission/ commission/ dishonesty of its employees and / or agents and would be required to keep the insurance policy alive at all times during the currency of the agreement. Bidder should have cyber insurance policy to cover first party and third-party liability coverage to organisation when cyber risk materializes and / or cyber security controls at organization fails. The coverages established by the cyber insurance shall cover property, theft and network level security.
	We understand that the insurance coverage of the Bank's infrastructure and property shall be the liability of the Bank. The bidder shall not be responsible for the insurance of client infrastructure. Please confirm. 
	Clauses in Conditions of Contract shall continue as per the RFP terms 

	7
	32
	11) Liquidated Damages (LD) and Penalty
	Without any prejudice to the Bank's other rights under the law, the Bank shall recover the liquidate damages, if any, accruing to the Bank, as above, from any amount payable to the Service Provider either as per the Contract, executed between the Bank and the Service Provider pursuant hereto or under any other Agreement/Contract, the Bank may have executed/shall be executing with the Service Providers.
	Request to limit the LD to the value of this contract and also shall be limited to conditions arising due to action by bidder.
	Clauses in Conditions of Contract shall continue as per the RFP terms

	8
	33
	14) Limitation of Liability
	Successful bidders' aggregate liability under the contract shall be at actual and limited to a maximum of the contract value. For this purpose, contract value at any given point of time, means the aggregate value of the work orders placed by bank on the vendor that gave rise to claim, under this tender.
	Request to limit the liability to the value of the contract or the remaining value of contract payable to the bidder.
	

	9
	28
	4. Deliverables
	c) IS Audit / VAPT to be scheduled and conducted in such a way that there is no business downtime.
	It is undestood that respective team from Indian Bank shall also contribute to monitor the utilization and uptime of the devices during the assessment. Please confirm.
	IS Auditor shall coordinate with the Bank team to schedule and conduct audit in such a way that there is no business downtime.

	10
	41
	33) Delivery Schedule
	Conduct of Comprehensive Cyber Security Audit as per scope & submission of preliminary reports of IS Audit findings and discussion on the findings

To be completed within 1 months of execution of contract
	Considering the scope and cout of applications and infrastructure, the timeline seems to be very stringent and may be extended to at least 03 months.
	RFP terms to continue, considering the need to submit audit report to DFS in a time bound manner.

	11
	62
	ANNEXURE–VI
	Contract Form
	Let us know if this form need to be submitted by successful bidder or participant bidder also.
If participant bidder need to submit this on stamp paper then what is the required stamp paper amount for contract form submission
	Please refer para 21 in page 35, as per which the successful bidder shall sign the contract form, Non-Disclosure Agreement and Service Level Agreement within 15 days of issuance of Work Order.

	12
	64
	ANNEXURE–VI
	Service Level Agreement
	Let us know if this form need to be submitted by successful bidder or participant bidder also.
	

	13
	21
	9.1 Eligibility Criteria, Sr. No. 1 
	The applicant should have been included in the latest panel of Information Systems Auditors maintained by Computer Emergency & Response Team, India [CERT-IN] on the date of submission of Bid with minimum validity upto 31.12.2024 
	We request bank to accept the CERT-IN validity upto 31-10-2024 as our renewal is already under process.
	RFP Terms to continue

	14
	21
	9.1 Eligibility Criteria
	The applicant should have been included in the latest panel of Information Systems Auditors maintained by Computer Emergency & Response Team, India [CERT-IN] on the date of submission of Bid with minimum validity upto 31.12.2024
	As on date CERT-IN has extended the empanlment period upto 31.10.2024. CERT-IN is currently under process of evaluating agencies for further empanelment. Request to modify the minimum validity upto 31.10.2024
	

	15
	21
	9.1 Eligibility Criteria
	Eligibility Criteria: Proof to be enclosed
Certificate of Incorporation, Certificate of Commencement of Business, Memorandum and Articles of Association and / or Copy of Registered Partnership Deed;
	We are an LLP and MoA / AoA is not applicable for our organization, request to consider Certificate of Incorporation and modify the clause as:
"Certificate of Incorporation / Certificate of Commencement of Business / Memorandum and Articles of Association and / or Copy of Registered Partnership Deed;"
	RFP clause in sl.no.1 of page 21 details the proof to be submitted along with Bid, as per which copies of Certificate of Incorporation / Certificate of Commencement of Business / Memorandum and Articles of Association is to be submitted by companies;  Registered Partnership Deed is to be submitted by firms; Legal Entity Identifier (LEI) Certificate is to be submitted by bidders to whom it is applicable.

	16
	21
	9.1 Eligibility Criteria
	Eligibility Criteria: Proof to be enclosed
Legal Entity Identifier (LEI) Certificate;
	Request to remove the document from eligibility criteria as it is not relevant to identification of organizational registration and operations in the India. This document may pose as a restriction for bidder participation.
	

	17
	50
	SECTION-V
PART I – Capability and Experience Details
	7. Employee Details
	Please clarify the count of resources to be mentioned in the table. Also whether the validity of certification of professionals is mandatory or optional.
	As required in para 6 of page 31,  successful bidder shall ensure that the Security Audit and IS Audit work is got done by qualified Professionals having requisite expertise.

	18
	5
	2
	Pre-bid queries
	Request to provide time to submit our Prebid queries.
	RFP terms to continue, considering the need to submit audit report to DFS in a time bound manner.

	20
	5
	SCHEDULE [A]:
	Last Date of request for Queries/ Clarifications:
29/07/2024 01:00 PM
	Request to provide additional 03 days for submission of queries related to legal terms and clauses.
	

	19
	1
	NA
	Last Date and time for receipt of bids
	Request you to extend the date of submission
	Last Date of Submission of RFP Response is revised as
                09/08/2024 at 3.00 pm.

	21
	5
	SCHEDULE [A]:
	Last Date of Submission of RFP Response / Closing Date in Online mode:  08/08/2024 at 3.00 pm.
	Request to provide at least 14 working days time after publishing Pre-bid query response or corrigendum for successful submission of bid.
	

	22
	29
	5
	Indicative size of the 
proposed Audit coverage
	Static and dynamic pages - not mentioned. Pls confirm ?
	In para 5 in page 29 of RFP, indicative size of audit coverage is given which includes internal web applications, external facing applications (including both web and mobile) and those hosted in cloud environment. Other details will be shared to the successful bidder before commencement of audit.

	23
	29
	5
	Indicative size of the 
proposed Audit coverage
	How many roles in application?
	

	24
	29
	5
	Indicative size of the 
proposed Audit coverage
	No. of screen?
	

	25
	29
	5
	Indicative size of the 
proposed Audit coverage
	No. of input field?
	

	26
	26
	1.2 a
	Source code assessment 
	Please Provide No. of Lines of Codes
	

	27
	29
	5
	Internal Applications are 100
	Please clarifify :- Web and Mobile both are included
	

	28
	26
	1.2
	(a) source code assessment;
	Please let us know the lines of code to be assessed
	

	29
	29
	1
	Internal Applications
	Specifications of what application i.e, web applications ,mobile applications etc
	

	30
	29
	8
	Cloud / Containerized Platform
	kindly clarify whether the application is maintained by cloud based 
	

	31
	29
	5
	Indicative size of the 
proposed Audit coverage
	It is onsite or offsite project?
	Audit to be conducted onsite only. Audit location will be mainly in Chennai and Mumbai.

	32
	29
	5
	Location
	Please confirm the location of Audit
	

	33
	29
	5
	Mode of Audit
	Remotely/onsite
	

	34
	29
	5
	Indicative size of the 
proposed Audit coverage
	For cloud it is configuration review?
	[bookmark: _GoBack]As detailed in para 1 in page 26, Comprehensive Cyber Security Audit should be conducted to cover the Guidelines prescribed by MeitY as detailed in RFP and Audit Report to be submitted as per 282-point audit checklist and 40-point audit summary prescribed by NIC Cyber Security Audit Division. 

	35
	28
	4
	Conduct of IS Audit as per scope & submission of preliminary reports of IS Audit findings and discussion on the findings.
	Please let us know if this will be comprehensive IS audit or Audit should be conducted to cover the Guidelines prescribed by MeitY as per the 282 point checklist mentioned in the RFP.
	

	36
	23
	9.5 Commercial evaluation
	a) Technical bids submitted by all the bidders will be evaluated and commercial bid of only technically qualified bidders will be opened. Reverse auction will be conducted among the technically qualified bidders after elimination bidders, if any, as per GeM rules.
	Request to evaluated the bids as per Quaity cum Cost Based System (QCBS) methodology. Thus on-boarding bidder with relevant experience considering the criticality and sensitivity of the project.
	As per para 9.3 in page 21, Technical Evaluation Criteria - Only bids from Bidders meeting the eligibility criteria (as described in the RFP) and submitting complete and responsive bids will proceed to the stage of being fully evaluated and compared. 
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